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Liberty Common School 

1725 Sharp Point Dr. Fort Collins, CO 80525 

Liberty Common High School  

2745 Minnesota Dr. Fort Collins, CO 80525   

EXHIBIT A 

CONFIDENTIALITY, PRIVACY, AND SECURITY ADDENDUM 

This Confidentiality Addendum (“Addendum”) is hereby incorporated into any Agreement 

between Liberty Common School (LCS) and ExploreLearning, LLC 

(Contractor). Attached after the Addendum is the referenced Agreement. This Addendum is part 

of the Contract between LCS and the Contractor.   

RECITALS 

A. LCS wishes to disclose certain information to Contractor pursuant to the work being

performed by Contractor, some of which may constitute Student Personally Identifiable

Information (PII) (defined below).

B. LCS and Contractor intend to protect the privacy and provide for the security of Student

PII (PII) disclosed to Contractor pursuant to this Contract.  Contractor shall adhere to 22-

16-101 et. al., C.R.S.; the Family Educational Rights and Privacy Act (FERPA), 20 U.S.C.

Section 1232g; and 34 C.F.R. Part 99.

The parties agree as follows: 

A. Definitions

1. "Aggregate Data" means data collected and reported at the group, cohort, or

institutional level that is aggregated using protocols that are effective for preserving the

anonymity of each individual included in the data.
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2. "Destroy" refers to data destruction, and means to remove Student PII from

Contractor’s systems, paper files, records, databases, and any other media regardless

of format, in accordance with governing law and current industry standards, so that the

Student PII is permanently irretrievable in the Contractor’s and Subcontractor’s normal

course of business.

3. “Incident” means an accidental or deliberate activity that results in or constitutes an

imminent threat of the unauthorized access, loss, disclosure, modification, disruption,

or destruction of communication and information resources. Incidents include, but are

not limited to (i) successful attempts to gain unauthorized access to a LCS system or

Student PII regardless of where such information is located; (ii) unwanted disruption

or denial of service; (iii) the unauthorized use of a LCS system for the processing or

storage of data; (iv) a material breach of the Contract that involves the misuse or

unauthorized release of Student PII; or (v) changes to LCS system hardware, firmware,

or software characteristics without LCS’s knowledge, instruction, or consent.

4. "School Service" means an internet website, online service, online application, or

mobile application that is designed and marketed primarily for use in a preschool,

elementary school, or secondary school; is used at the direction of teachers or other

employees of LCS; and collects, maintains, or uses Student PII.  School Service does

not include an internet website, online service, online application, or mobile

application that is designed and marketed for use by individuals or entities generally,

even if it is also marketed to a United States preschool, elementary school, or

secondary school.

5. "School Service Contract Provider (Contractor)" means an entity, other than a public

education entity or an institution of higher education that enters into a formal,

negotiated contract with LCS to provide a School Service.

6. "Student PII" means information that, alone or in combination, personally identifies an

individual student or the student's parent or family, and that is collected, maintained,

generated, or inferred by a public education entity, either directly or through a School

Service, or by a School Service Contract Provider.  PII also includes other

information that, alone or in combination, is linked or linkable to a specific student

that would allow a reasonable person in the school community, who does not have

personal knowledge of the relevant circumstances, to identify the student with

reasonable certainty; or information requested by a person who the educational

agency or institution reasonably believes knows the identity of the student to whom

the education record relates.

7. “Subcontractor” means any third party engaged by Contractor to aid in performance of

Contractor’s obligations. LCS understands that Contractor will rely on one or more

subcontractors to perform services under this Agreement.  Contractor agrees that all

subcontractors, and any successor entities, will be subject to state and federal laws and

to the terms of the Agreement, and any data disclosed to subcontractors shall be

revealed to LCS upon request.
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8. “Targeted Advertising” means selecting and sending advertisements to a student based

on information obtained or inferred over time from the student’s online behavior, use

of applications, or PII.  Targeted Advertising does not include advertising to a student

at an online location based on the student’s current visit to that location or in response

to the student’s request for information or feedback and is without the collection and

retention of a student’s online activities over time.  Targeted Advertising also does not

include adaptive learning, personalized learning, or customized education.

9. “Data” means all Student PII and other non-public information.  Data may not be used

for any purposes other than the specific purposes outlined in this Agreement.

B. General Provisions

1. LCS reserves all right, title, and interest, including all intellectual property and

proprietary rights, in and to system data, PII, and all related data and content.

2. Contractor shall comply with all laws and regulations concerning confidentiality of PII.

3. Contractor shall immediately forward to LCS’s principal representative any request or

demand from a third party for PII in the possession of Contractor.

4. Upon request of LCS, Contractor shall submit its data processing facilities for an audit

of the measures referred to in this Addendum by LCS or by a LCS approved delegate.

5. Contractor shall send LCS a written notice, which includes a clear explanation of the

proposed changes prior to making a material change to Contractor’s privacy policies.

Contractor shall require LCS’s informed consent before any new privacy policies are

implemented.

C. Subcontractors

1. Contractor shall not use a Subcontractor or disclose PII to a Subcontractor unless and

until the Contractor contractually requires the Subcontractor to comply with C.R.S.

§§22-16-108 through 22-16-110 and the requirements of this Addendum.

2. If Contractor discovers that Subcontractor or any subsequent subcontractor has

committed a material breach of the contract between Contractor and Subcontractor that

involves the misuse or unauthorized release of PII, Contractor acknowledges that LCS

may terminate the contract with Contractor.

3. Upon discovering the misuse or unauthorized release of PII held by a Subcontractor or

any subsequent Subcontractor, Contractor shall notify LCS within one calendar day,

regardless of whether the misuse or unauthorized release by the Subcontractor is a

result of a material breach of the terms of the Contract or results in an Incident.

4. No later than thirty (30) days after the signing of this Contract, upon request of LCS,

Contractor will provide LCS information detailing the purpose and the scope of the
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contract between the Contractor and all Subcontractors and the types and uses of PII 

that Subcontractor(s) holds under the Contract between the Contractor and 

Subcontractor(s). 

5. Contractor shall not maintain or forward PII to or from any other facility or location

except for backup and disaster recovery purposes.  Any backup or disaster recovery

contractor shall be considered a Subcontractor that must comply with the Subcontractor

requirements in this Addendum.

D. End of Agreement

1. Should Contractor not comply with the requirements of this Addendum and that non-

compliance results in the misuse or unauthorized release of PII by the Contractor, LCS

may terminate the Contract immediately as provided under this Contract and in

accordance with C.R.S. Section 22-16-107 (2)(a).

2. Upon request by LCS made before or within thirty (30) calendar days after termination

of the Contract, Contractor shall make available to LCS a complete and secure (i.e.

encrypted and appropriately authenticated) download file of all data, including, but not

limited to, all PII, schema and transformation definitions, or delimited text files with

documented, detailed schema definitions along with attachments in its native format.

3. In compliance with the prescriptions of C.R.S. 22-16-110 (3), following the termination

of this Contract, Contractor shall, within thirty (30) calendar days, Destroy all PII and

data collected, generated, or inferred as a result of this Contract.  The Contractor shall

notify LCS of the date upon which all PII is Destroyed.

4. LCS retains the right to use the established operational services to access and retrieve

PII stored on Contractor’s infrastructure at its sole discretion.

E. Use

1. In compliance with C.R.S. 22-16-109 (1)(a), the Contractor shall not use or share PII

beyond the purposes set forth as follows:

a. To only carry out the Contractor’s responsibilities listed in Exhibit A, Statement of

Work.

b. [Vendor to insert any services involving PII and the purposes for using PII].

2. In the event the Contract requires Contractor to store, process or transfer PII, Contractor

shall store, process, and transfer PII only in or to facilities located within the United

States.

3. During the term of this Contract, if LCS requests the destruction of a student’s PII

collected, generated or inferred as a result of this Contract, the Contractor shall Destroy

the information within five calendar days after the date of the request unless:
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a. The Contractor obtains the consent of the student (provided that the student is over

the age of 18) or the student’s parent or legal guardian to retain the student’s PII;

or

b. The student has transferred to another public education entity and the receiving

public education entity has requested that the Contractor retain the student’s PII.

4. If Contractor seeks to share or publicly release PII without complying with the

requirements of this Addendum for Subcontractors, Contractor must de-identify or

aggregate the PII prior to providing that information to a third party or releasing the

data publicly.  For data that is de-identified or aggregate, the following requirements

apply:

a. PII that must be aggregated or de-identified shall include not only direct identifiers,

such as names, student IDs or social security numbers, but also any other sensitive

and non-sensitive information that, alone or combined with other information that

is linked or linkable to a specific individual, would allow identification.

b. Simple removal of direct identifiers from the data to be released shall not constitute

adequate de-identification.

c. Contractor shall de-identify data to remove cumulative re-identification risks.

d. Contractor shall remove all PII that in conjunction with previous data releases and

other reasonably available information, including publicly available directory

information and de-identified data releases from education records and other

sources would allow for identification of a particular student.

e. Contractor shall have specific steps and methods used to de-identify or aggregate

information to protect the confidentiality of the individuals.  Contractor shall, at the

request of LCS, provide LCS with a document that lists the steps and methods the

Contractor shall use to de-identify the information.

f. Any aggregate or de-identified data that is not properly de-identified or aggregated

and is transferred to a third party without the controls of this Addendum for

subcontractors or publicly released will be considered an Incident, misuse of PII,

or unauthorized disclosure of PII.

F. Incident

1. If Contractor becomes aware of an Incident, misuse of PII, or unauthorized disclosure

involving any PII, it shall notify LCS within one (1) calendar day and cooperate with

LCS regarding recovery, remediation, and the necessity to involve law enforcement, if

any.

2. Unless Contractor can establish that Contractor or any of its Subcontractors is not the

cause or source of the Incident, Contractor shall be responsible for the cost of notifying

each person whose personal information may have been compromised by the Incident.
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3. Contractor shall determine the cause of an Incident and produce a remediation plan to

reduce the risk of incurring a similar type of breach in the future. Contractor shall

present its analysis and remediation plan to LCS within ten (10) calendar days of

notifying LCS of an Incident. LCS reserves the right to adjust this plan, in its sole

discretion.  If Contractor cannot produce its analysis and plan within the allotted time,

LCS, in its sole discretion, may perform such analysis and produce a remediation plan,

and Contractor shall reimburse LCS for the reasonable costs thereof.

4. Disclosure of PII by Contractor or any Subcontractor for any reason may be cause for

legal action by third parties against Contractor, LCS, or their respective agents.

Contractor shall indemnify, save, and hold harmless LCS, its employees, and agents

against any and all claims, damages, liability, and court awards including costs,

expenses, and attorney fees incurred as a result of any act or omission by Contractor,

or its employees, agents, Subcontractors, or assignees pursuant to this Addendum.

Notwithstanding any other provision of this Contract, Contractor shall be liable to LCS

for all direct, consequential, and incidental damages arising from an Incident caused by

Contractor or its Subcontractors.

5. In the event of an Incident, Contractor shall provide LCS or its designated

representatives with access seven (7) days a week, twenty-four (24) hours a day, for

the purpose of evaluating, mitigating, or resolving the Incident.

G. Disallowed Activities

A Contractor that uses, creates, or acquires PII shall not knowingly engage in any of the

following activities:

1. Contractor shall not collect, use or share PII for any purpose not specifically authorized

by the Contract.  Contractor may use PII for a purpose not strictly authorized by the

Contract only with the written consent of LCS and with the written consent of the

student (provided that the student is over the age of 18) or the student’s parent or legal

guardian.

2. Contractor shall not use PII in a manner or disclose PII to any third party that is

materially inconsistent with the Contractor’s privacy policy, except as stated in

subsection 3, below, of this Section G.

3. Contractor may use PII in a manner that is inconsistent with Contractor’s privacy policy

without violating the terms of this Contract provided that the use does not involve

selling or using PII for Targeted Advertising or creating a personal profile of the

student, and the use is for one or more of the following purposes:

a. To ensure legal or regulatory compliance or to take precautions against liability.

b. To respond or to participate in the judicial process.

c. To protect the safety of users or others on Contractor’s website, online service,

online application, or mobile application.
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d. To investigate a matter related to public safety.

If Contractor uses or discloses PII in accordance with Section G.3., Contractor shall 

notify LCS within two (2) calendar days of the use or disclosure of the PII. 

4. Contractor shall not sell PII, except that this prohibition does not apply to the purchase,

merger, or other type of acquisition of the Contractor, or any assets of the Contractor,

by another entity, so long as the successor entity continues to be subject to the

provisions of this Contract.

5. Contractor shall not use or share PII with any party for the purposes of Targeted

Advertising to students.

6. Contractor shall not use PII to create a personal profile of a student other than for

supporting the purposes authorized by LCS or with the consent of the student (provided

that the student is over the age of 18) or the student’s parent or legal guardian.

H. Data Security

1. Contractor shall maintain a comprehensive information security program that is

reasonably designed to protect the security, privacy, confidentiality, and integrity of

PII.  At a minimum, the information security program shall include the requirements

listed in this Section H – Data Security.

2. Contractor shall provide physical and logical protection for all related hardware,

software, applications, and data that meet or exceed industry standards and

requirements as set forth in this Contract. Contractor shall take full responsibility for

the security of all PII in its possession, and shall hold LCS harmless for any damages

or liabilities resulting from the unauthorized disclosure or loss thereof.  Contractor shall

provide for the security of such PII, in a form acceptable to LCS, including, without

limitation, non-disclosure, use of appropriate technology, security practices, computer

access security, data access security, data storage encryption, data transmission

encryption, security inspections, network firewalls, intrusion detection (host and

network), data security logging and monitoring systems, and audits.

3. Contractor shall provide LCS or its designated representatives with access, subject to

Contractor’s reasonable access security requirements, for the purpose of inspecting and

monitoring access and use of PII, maintaining LCS systems, and evaluating physical

and logical security control effectiveness.

4. Contractor shall perform, in a form reasonably acceptable to LCS, current

background checks on all of its respective employees and agents performing services

or having access to PII provided under this Contract.  The background checks must

include, but are not limited to the following areas: County, State, National and

Federal Criminal Records and a Sex Offender Registry Search. A background check

performed within thirty (30) calendar days prior to the date such employee or agent

begins performance or obtains access to PII shall be deemed to be current.
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5. Contractor shall have strong access controls in place.

6. Workstations and other data processing devices must automatically lock when not in

use, and must be manually locked when left unattended.

7. Contractor shall protect all PII with a complex password.  Contractor shall ensure

passwords are confidential and prohibit the sharing of passwords.  Passwords must not

be written down or stored in an unsecure location.  Contractor shall periodically change

passwords and shall ensure passwords are not reused. Contractor shall have password

locks for laptops and mobile devices.

8. Contractor shall disable and/or immediately delete unused and terminated user

accounts.  Contractor shall periodically assess account inactivity for potential stale

accounts.

9. Contractor shall not share PII on display screens, during demonstrations or

presentations, or when sharing screen shots for troubleshooting or other purposes.

10. Contractor shall implement annual intrusion penetration/vulnerability testing.

11. Contractor will encrypt PII in transit and PII at rest on central computing systems.

Contractor shall also encrypt any backup, backup media, removable media, tape, or

other copies.   In addition, Contractor shall fully encrypt disks and storage for all

laptops and mobile devices.

12. Contractor shall provide annual, mandatory security awareness and PII handling

training for all of its employees/independent contractors handling PII pursuant to this

Contract.

13. Contractor shall install and maintain on computers accessing or processing PII

appropriate endpoint security anti-virus and anti-malware software. Contractor shall

ensure all Contractor’s data processing systems, servers, laptops, PCs, and mobile

devices are regularly scanned and have all security patches applied in a timely manner.

14. Contractor shall use a secure method such as Secure File Transfer Protocol (SFTP) or

comparable method to transmit PII.  Contractor shall never send PII via email or

transport PII on removable media.

15. Contractor shall have physical security in buildings housing PII, along with controlled

physical access to buildings and/or data centers.

16. Contractor’s devices used to copy or scan hard copies of PII must have encrypted

storage.  Contractor shall scrub storage devices when equipment is retired. Hard copies

containing PII are discouraged and must be physically secured, not left unattended, and

physically Destroyed.

17. Contractor shall protect PII stored in cloud-based systems in the same manner as local

PII.  Use of free cloud based services is prohibited.  Contractor shall use secondary
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encryption to protect PII in cloud storage.  Cloud environments, when employed by 

Contractor, must be fully documented by Contractor and open to LCS inspection and 

verification.  Access to Contractor’s cloud based computing environments is only 

permitted via restricted access, by VPN or least privileged access lists, and never 

accessible directly via the Internet. 

I. Transparency Requirements

1. Contractor shall facilitate access to and correction of any factually inaccurate student

PII in response to a request from a local education provider or from LCS.

2. Contractor acknowledges that LCS will post this Contract to LCS's website.

3. Contractor shall provide transparency to parents, school districts and the public about

its collection and use of PII including posting the following information on its public

website:

a. Contact information for an individual within Contractor’s organization that can

provide information on or answer questions related to the use of PII by Contractor.

b. An explanation of how the PII will be shared with Subcontractors or disclosed to

any third party or successor entities.

c. The types of PII that are collected, generated, or used by the Contractor.  This

information must include all PII that is collected regardless of whether it is initially

collected or ultimately held individually or in the aggregate.

d. An explanation of the PII, an explanation of how the PII is used, and the learning

purpose for which the PII is collected and used.

Contractor shall update this information on its website as necessary to maintain 

accuracy.   

4. Contractor shall, upon request from LCS, provide the names of Subcontractors, data

elements accessible by Subcontractors, and Subcontractors use or planned use of

sharing PII.

J. Exclusions:

This Addendum does not:

1. Impose a duty on a provider of an interactive computer service, as defined in 47 U.S.C

Sec. 230, to review or enforce compliance with this Contract.

2. Impede the ability of a student to download, export, or otherwise save or maintain his

or her own PII or documents.

3. Limit internet service providers from providing internet connectivity to public schools
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or to students and their families. 

4. Prohibit a Contractor from marketing educational products directly to parents so long

as the marketing does not result from the use of PII obtained by the Contractor as a

result of providing its services under this Contract.

5. Impose a duty on a provider of an electronic store, gateway, marketplace, or other

means of purchasing or downloading software or applications to review or enforce

compliance with this Contract on that software or those applications.

K. This Addendum does not prohibit Contractor’s use of PII to:

1. Use adaptive learning or design personalized or customized education, so long as

Contractor has agreed to the transparency requirements of this Agreement.

2. Maintain, develop, support, improve, or troubleshoot a Contractor’s website, online

service, online application, or mobile application.

3. Provide recommendations for school, education, or employment purposes, provided

Contractor does not receive any payment or other consideration from a third party to

make or support the recommendation.

4. Respond to a student’s request for information or feedback provided Contractor does

not receive any payment or other consideration from a third party for the information

or feedback.

5. Identify, for a student, institutions of higher education or scholarship providers that are

seeking students who meet specific criteria, only if Contractor has obtained the written

consent of the student or the student’s parent or legal guardian.  Contractor may use PII

for this purpose regardless of whether the institutions of higher education or scholarship

providers provide payment or other consideration to the Contractor.

6. In accordance with the terms of this Contract, produce and distribute, free or for

payment or other consideration, student class photos and yearbooks only to LCS,

students, parents, or individuals authorized by parents.

7. Provide for the student, only with the express written consent of the student or the

student’s parent or legal guardian given in response to clear and conspicuous notice,

access to employment opportunities, educational scholarships or financial aid, or

postsecondary education opportunities, regardless of whether the Contractor receives

payment or other consideration from one or more third parties in exchange for the PII.

This exception applies only to Contractors that provide nationally recognized

assessments that postsecondary institutions of higher education use in making

admissions decisions.
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THE PARTIES HERETO HAVE EXECUTED THIS ADDENDUM 

Persons signing for Contractor hereby swear and affirm that they are authorized to act on 

Contractor’s behalf and acknowledge that LCS is relying on their representations to that 

effect. 

CONTRACTOR 

By: Julia M. Given
Name of Authorized Individual  

Title: VP, Finance
Official title of Authorized Individual  

____________________________________________ 

*Signature

Date: __________________________________

LCS 

By: William Kranz  

Name of Authorized Individual 

Title: Director of IT  

Official title of Authorized Individual 

__________________________________________ 

*Signature

Date: 6/20/20196/26/19
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Terms and Conditions of Use 
Please read these terms and conditions carefully before activating your 
ExploreLearning Gizmos account. 

 

Gizmos are certified COPPA, FERPA, and CSPC compliant. 
By creating an account or subscribing to ExploreLearning.com, you agree to the terms and 
conditions of use set forth below. 

This Agreement is a legal document that governs the terms and conditions of your subscription to 
ExploreLearning.com. Please read this Agreement carefully. By activating your account, you 
acknowledge your agreement with these terms and conditions, as such terms and conditions may be 
amended from time to time. You are also agreeing to accept a non-exclusive, non-assignable right 
and license to use ExploreLearning Gizmos. ExploreLearning reserves the right to change these 
terms and conditions at any time. 

ExploreLearning Gizmos are offered and sold on a subscription basis; however certain areas are 
available to visitors without cost on a trial or demonstration basis. 

Registering and Using ExploreLearning 

As part of the registration process, each User will select a password and user name ("User Name"). 
You agree to provide us with accurate, complete, and updated Account information. Failure to do so 
will constitute a breach of this Agreement, which may result in immediate termination of your rights 
to use the Account. You may not (a) select or use a User Name of another person with the intent to 
impersonate that person, (b) use a name subject to the rights of any other person without 
authorization, or (c) use a User Name that we, in our sole discretion, deem inappropriate or 
offensive. You are responsible for maintaining the confidentiality of your User Name and password, 
and you will be responsible for all uses of your User Name and password, whether or not authorized 
by you. 

In order to use the Website, you need to obtain a pass code (consisting of a username and a 
password. Pass codes are issued only to individual subscribers and learning institutions or teachers 
(collectively, "Users") who have registered. 

Pass codes that have been issued to learning institutions or teachers may not be shared. They may 
only be used by the administrators, teachers and students to whom they are assigned. Users remain 
at all times solely and fully responsible for the proper use of pass codes issued hereunder. Individual 
subscribers may share their access codes with their, spouse, children or grandchildren ("Immediate 
Family") only. Users remain at all times solely and fully responsible for the proper use of pass codes 
issued hereunder. Individual subscribers who intend to share their pass codes with Users of their 
Immediate Family under 13 years of age agree to supervise the minors' use of the Website. 

Using Your Account 

All Users are entirely liable for all activities conducted through that Account, and are responsible for 
ensuring that any other person who uses the Account is aware of, and complies with, the terms of 
this Agreement. Each person who uses the Account agrees to be bound by the terms of this 
Agreement, whether or not such person is a Member. You will notify us of any known or suspected 

https://ikeepsafe.org/certifications/


unauthorized use(s) of your Account, or any known or suspected breach of security, including loss, 
theft, or unauthorized disclosure of your User Name and password. We will have no liability for any 
circumstances arising from the unauthorized use of a User Name, Member's password or your 
Account. Any fraudulent, abusive, or otherwise illegal activity on your Account may be reported to 
appropriate law-enforcement agencies by us. 

If you have reason to believe that your Account is no longer secure (for example, in the event of a 
loss, theft, or unauthorized disclosure or use of your User Name, password, or any credit, debit, or 
charge card number stored on the Service), you must promptly change your password and notify us 
of the problem by sending an email tosupport@ExploreLearning.com . 

Browsers, Equipment and Accessibility 

Users are solely responsible for obtaining and maintaining equipment and software, including 
without limitation operating system and browser software, that conforms to ExploreLearning's 
specifications in effect, as revised from time to time, in order to connect to, communicate with and 
use the ExploreLearning website. 

ExploreLearning shall use commercially reasonable efforts to maintain the accessibility of the 
Website at all times, but may discontinue some or all of the Website features or services at any time, 
with or without notice, in order to perform hardware or software maintenance and/or upgrades or 
problem resolution. Additionally, to the extent that use of the Website is prevented, hindered, 
delayed or made impracticable by reason of force majeure (including any cause that cannot be 
overcome by reasonable diligence and without unreasonable expense) or due to ExploreLearning's 
compliance with its commercially reasonable standard operating procedures or with any laws, rules, 
policies, practices or regulations of any industry association or organization, or any jurisdiction or 
governmental authority, ExploreLearning and its affiliates will be excused from such delay or 
performance. 

Communications Authorities 

Use of the Website is subject to the requirements, rules, regulations, operations and procedures of 
any relevant public communications authorities and/or private communications carriers. 
ExploreLearning (and its affiliates) shall not be liable for any losses, costs, liabilities, damages, 
expenses and/or claims arising from or relating to the delay, alteration or interruption of 
telecommunications between Users and ExploreLearning caused by the failure for any reason of any 
communications facilities which User or ExploreLearning (or any of affiliate) has contracted from any 
public communications authority or private communications carrier. 

Billing Policies 

1. All subscriptions must be pre-paid annually. 
2. Payment Options: You must pay in US Dollars via Purchase Order, Credit Card (Visa or 

MasterCard), check or money order, or wire transfer. 
o Purchase Orders (US Residents Only): Mail (payable to ExploreLearning) to 

ExploreLearning, 110 Avon Street, Charlottesville, VA 22902 or FAX to (877) 829-3039. 
o Credit Card Billing: ExploreLearning will bill your designated credit card (Visa or 

MasterCard only) and is subject to any restrictions imposed by your credit card issuer. 
If payment cannot be charged to your credit card or your charge is returned to 
ExploreLearning for any reason, including charge back, ExploreLearning reserves the 
right to either suspend or terminate your access and account, thereby terminating this 

mailto:support@ExploreLearning.com


Agreement and all obligations of ExploreLearning hereunder, and thereafter to collect 
any amount due. 

o Checks or Money Orders: Mail (payable to ExploreLearning) to ExploreLearning, 110 
Avon Street, Charlottesville, VA 22902. 

o Wire Transfers: Call (866) 882-4141 option 2 or e-
mail support@ExploreLearning.com for more information 

3. Revision of Subscription Fees. ExploreLearning reserves the right to change the amount of, or 
basis for determining, any fees or charges for the ExploreLearning service, and to institute new 
fees or charges effective upon prior notice, by posting such changes on the ExploreLearning 
site, and by sending e-mails to Users. 

4. Account Termination. Purchasers may terminate accounts at any time by sending a signed 
request to ExploreLearning via e-mail sales@ExploreLearning.com , fax to (877) 829-3039 or 
mail to ExploreLearning Customer Service, 110 Avon Street, Charlottesville, VA 22902. 

5. Refund Policy. We take great pride in supplying a quality product at a reasonable price. In 
general, it is our policy to provide a refund for anyone who has been unable to use the site. A 
refund must be requested in writing within 30 days of purchase of your account and the 
account cannot have been accessed numerous times. Email a refund request 
to sales@ExploreLearning.com or fax a request to (877) 829-3039. Please include the 
username, full name of subscriber, product, and reason you are requesting a refund. We will 
not be able to refund a license after 30 days, or for an account with heavy usage, except for 
problems accessing the service. Refunds will be issued according to the original payment 
method. 

Billing Security 

All communication between our servers, the acquiring bank, and the issuing bank are encrypted to 
assure server authenticity and invulnerability to man-in-the-middle attacks. 

Administering the Service 

ExploreLearning may change, modify, suspend, or discontinue any aspect of the Website at any 
time, including, without limitation, access policies, the availability of any Website feature, hours of 
availability, content, data, or software or equipment needed to access the Website. We may also 
impose limits on certain features or restrict your access to parts or all of the Website without notice 
or liability. We reserve the right to change prospectively the amount of, or basis for determining, any 
fees or charges for the Website, and to institute new fees or charges for access to portions of the 
Website effective upon prior notice to Users by posting such changes on its web site or by sending 
e-mails to Users. You hereby agree to pay all charges to your account, including applicable taxes, in 
accordance with billing terms in effect at the time the fee or charge becomes payable. 

We may, from time to time, have special events, software or content available on the Service, which 
will be subject to additional terms and conditions that will be made available for your review. You 
agree that if you or any User uses or accesses such special events, software or other content, such 
additional terms and conditions will be binding. 

We reserve the right, at our sole discretion, to change, modify, add, supplement or delete any of the 
terms and conditions of this Agreement at any time. We will post notification of any such changes on 
the Service, or give notice of them to you via e-mail, postal mail or by pop-up screen, at our sole 
discretion. If any future changes to this Agreement are unacceptable to you or cause you to no 
longer be in compliance with this Agreement, you may terminate your Account. The continued use of 
the Service by you following your receiving a notice of changes to this Agreement will mean you 
accept any and all such changes. 
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Posting Material by Users 

ExploreLearning may permit its Users to post materials on the Website. Users shall not upload to, 
distribute through or otherwise publish, via e-mail, message boards or otherwise, any content which 
is libelous, defamatory, obscene, threatening, invasive of privacy or publicity rights, abusive, illegal 
or otherwise objectionable, that would constitute a criminal offense, violate the rights of any third 
party, or that would give rise to liability or violate any law. ExploreLearning reserves the right to 
suspend or terminate any screen name it reasonably believes is being used by an adult, is being 
used for commercial purposes, or is otherwise in violation of this Agreement. 

By uploading materials to any message boards, lesson plans or other posting areas, or otherwise 
submitting any materials to us, you automatically grant (or warrant that the owner of such rights has 
expressly granted) us a perpetual, royalty-free, irrevocable, non-exclusive right and license to use, 
reproduce, modify, adapt, publish, translate or create derivative works from and distribute such 
materials or incorporate such materials into any form, medium, or technology now known or later 
developed throughout the World. In addition, you warrant that all so-called "moral rights" in those 
materials have been waived. 

Use of Materials & Restrictions 

Permitted Use: You have our permission to print a reasonable number of copies of ExploreLearning 
content displayed on the Website for noncommercial personal or classroom use, provided that any 
copies you print continue to show all notices concerning copyright, trademark and other proprietary 
rights that appear in the material you reproduce. 

Prohibited Uses: Except as expressly permitted by copyright law and except as permitted in the 
preceding paragraph, you must obtain written permission from ExploreLearning, or the third-party 
owner of material appearing on the Website, for any other copying, redistributing or publishing of any 
ExploreLearning or "Third Party Content." The downloading to a server or personal computer of 
ExploreLearning or Third Party Content displayed on the Website and the downloading of any code 
from the Website is strictly prohibited. You may not modify, publish, transmit, participate in the 
transfer or sale of, reproduce, create derivative works from, distribute, perform, display or in any way 
exploit, any of the ExploreLearning or Third Party Content, in whole or in part, for commercial 
purposes without the express permission of ExploreLearning. 

Linking to and framing the Website: You may create and publish links to the ExploreLearning.com 
homepage at http://www.ExploreLearning.com/. Creating and publishing links to any other pages 
within the Website (except bookmarking such pages for your personal noncommercial use) is not 
permitted. Framing the Website is strictly prohibited. 

Additional Restrictions: You may not: (a) access the Website by any means other than means 
supporting secure and encrypted communications; (b) copy, reverse engineer, disassemble, 
decompile, translate, or modify any Website application or service; (c) sublicense, rent, lease, or 
permit any third party, to access any Website application or service through the use of User's 
password, except as permitted hereunder; (d) publish the results of benchmark tests of any Website 
application or service, or use any Website application in any manner which is competitive with 
services provided by ExploreLearning; and (e) knowingly use or permit any others to use any 
facilities or services of ExploreLearning or its Licensors in connection with any effort that the User 
knows seeks to breach the security or confidentiality of any other digital or on-line environment. 

Users understand that except for ExploreLearning Content, ExploreLearning does not control, 
provide, operate, and is not responsible for, any content, goods or services available on the Internet 
other than the ExploreLearning Content on the Website. Internet content made accessible on the 
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Internet by independent third parties is not part of, and is not controlled by, ExploreLearning. 
ExploreLearning neither endorses nor is responsible for the accuracy or reliability of such Internet 
content, goods or services. 

Users should be aware that the Internet contains content, goods and services that you may find 
obscene, improper, hurtful or otherwise offensive and that may not be suitable for certain users of 
the Website. Because of the nature of the Internet, we cannot control where children may go while 
using the Website. Parents, guardians or teachers should supervise children when using the 
Website and the Internet at all times. 

Any unauthorized use may subject you to civil liability and criminal prosecution under applicable 
laws. 

In the event you download software from ExploreLearning, the software, including any files, images 
incorporated in or generated by the software and data accompanying the software (collectively, the 
"Software"), are licensed to you by ExploreLearning. ExploreLearning, or our contract partners, does 
not transfer title to the Software to you. ExploreLearning, or our contract partners, retains full and 
complete title to the Software and all intellectual property rights therein. You may not redistribute, 
sell, decompile, reverse-engineer or disassemble the Software. 

Privacy 

ExploreLearning is committed to protecting the privacy of website visitors and does not share 
personally identifiable information with third parties without your consent. Please consult our Privacy 
Policy for more information on our information collection, use and disclosure practices. You 
acknowledge that, although ExploreLearning agrees to use its best efforts to comply with and to 
ensure that its users, content providers, distributors and licensees comply with our Privacy Policy, 
ExploreLearning cannot be held responsible for the actions of third parties who violate our Privacy 
Policy. 

Submissions 

If you send us creative suggestions, ideas, notes, stories, messages, narratives, drawings, concepts, 
or other information or content ("Submissions"), the Submissions will be deemed, and shall remain, 
the sole and exclusive property of ExploreLearning, and ExploreLearning will be entitled to the 
unrestricted use of the Submissions for any purpose whatsoever, without compensation to you. 
None of the Submissions shall be subject to any obligation of confidence on the part of 
ExploreLearning, and ExploreLearning shall not be liable for any use or disclosure of any 
Submissions. Without limiting the generality of the foregoing, ExploreLearning shall exclusively own 
all now known or hereafter existing rights to the Submissions of every kind and nature throughout 
the World, and shall be entitled to unrestricted use of the Submissions for any purpose whatsoever, 
commercial or otherwise. 

DISCLAIMERS 

DISCLAIMER OF WARRANTIES 

YOU EXPRESSLY UNDERSTAND AND AGREE THAT: 

YOUR USE OF THE SERVICE IS AT YOUR SOLE RISK. THE SERVICE IS PROVIDED ON AN 
"AS IS" AND "AS AVAILABLE" BASIS. EXPLORELEARNING EXPRESSLY DISCLAIMS ALL 
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WARRANTIES OF ANY KIND, WHETHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT 
LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A 
PARTICULAR PURPOSE AND NON-INFRINGEMENT. 

EXPLORELEARNING MAKES NO WARRANTY THAT (I) THE SERVICE WILL MEET YOUR 
REQUIREMENTS, (II) THE SERVICE WILL BE UNINTERRUPTED, TIMELY, SECURE, OR 
ERROR-FREE, (III) THE RESULTS THAT MAY BE OBTAINED FROM THE USE OF THE 
SERVICE WILL BE ACCURATE OR RELIABLE, (IV) THE QUALITY OF ANY PRODUCTS, 
SERVICES, INFORMATION, OR OTHER MATERIAL PURCHASED OR OBTAINED BY YOU 
THROUGH THE SERVICE WILL MEET YOUR EXPECTATIONS, (V) ANY ERRORS IN THE 
SOFTWARE WILL BE CORRECTED, (VI) OR THAT THIS WEBSITE, ITS CONTENT, AND THE 
SERVERS ON WHICH THE WEBSITE AND CONTENT ARE AVAILABLE ARE FREE OF VIRUSES 
OR OTHER HARMFUL COMPONENTS. 

ANY MATERIAL DOWNLOADED OR OTHERWISE OBTAINED THROUGH THE USE OF THE 
SERVICE IS DONE AT YOUR OWN DISCRETION AND RISK AND THAT YOU WILL BE SOLELY 
RESPONSIBLE FOR ANY DAMAGE TO YOUR COMPUTER SYSTEM OR LOSS OF DATA THAT 
RESULTS FROM THE DOWNLOAD OF ANY SUCH MATERIAL. 

NO ADVICE OR INFORMATION, WHETHER ORAL OR WRITTEN, OBTAINED BY YOU FROM 
EXPLORELEARNING OR THROUGH, OR FROM, THE SERVICE SHALL CREATE ANY 
WARRANTY NOT EXPRESSLY STATED IN THE TOS. 

INFORMATION CREATED BY THIRD PARTIES THAT YOU MAY ACCESS ON THE WEBSITE OR 
THROUGH LINKS IS NOT ADOPTED OR ENDORSED BY EXPLORELEARNING AND REMAINS 
THE RESPONSIBILITY OF SUCH THIRD PARTIES. 

LIMITATION OF LIABILITY 

YOU EXPRESSLY UNDERSTAND AND AGREE THAT EXPLORELEARNING SHALL NOT BE 
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR 
EXEMPLARY DAMAGES, INCLUDING BUT NOT LIMITED TO, DAMAGES FOR LOSS OF 
PROFITS, GOODWILL, USE, DATA OR OTHER INTANGIBLE LOSSES (EVEN IF 
EXPLORELEARNING HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES), 
RESULTING FROM: (I) THE USE OR THE INABILITY TO USE THE SERVICE; (II) THE COST OF 
PROCUREMENT OF SUBSTITUTE GOODS AND SERVICES RESULTING FROM ANY GOODS, 
DATA, INFORMATION OR SERVICES PURCHASED OR OBTAINED OR MESSAGES RECEIVED 
OR TRANSACTIONS ENTERED INTO THROUGH OR FROM THE SERVICE; (III) 
UNAUTHORIZED ACCESS TO OR ALTERATION OF YOUR TRANSMISSIONS OR DATA; (IV) 
STATEMENTS OR CONDUCT OF ANY THIRD PARTY ON THE SERVICE; OR (V) ANY OTHER 
MATTER RELATING TO THE SERVICE. IN NO EVENT SHALL EXPLORELEARNING'S TOTAL 
LIABILITY TO YOU FOR ALL DAMAGES, LOSSES, AND CAUSES OF ACTION, WHETHER IN 
CONTRACT, NEGLIGENCE, TORT OR OTHERWISE EXCEED THE AMOUNT PAID BY YOU, IF 
ANY, FOR ACCESSING EXPLORELEARNING. 

Links to Third Party Sites 

ExploreLearning may contain links to other websites operated by parties that are not affiliated with it. 
These links will let you leave ExploreLearning to visit websites not under ExploreLearning's control. 
ExploreLearning is not responsible for the contents of any linked website or any link contained in a 
linked website. We provide these links to you only as a convenience, and the inclusion of any link 
does not imply endorsement of the linked site by ExploreLearning. 



Jurisdictional Issues 

ExploreLearning makes no representation that materials on ExploreLearning are appropriate or 
available for use in all locations. Those who choose to access ExploreLearning do so on their own 
initiative and are responsible for compliance with local laws, if and to the extent local laws are 
applicable. Software from ExploreLearning is further subject to United States export controls. No 
software from ExploreLearning may be downloaded or otherwise exported or re-exported (i) into (or 
to a national or resident of) Cuba, Iran, Iraq, Libya, North Korea, Syria or any other country to which 
the United States has embargoed goods; or (ii) to anyone on the U.S. Treasury Department's list of 
Specially Designated Nationals or the U.S. Commerce Department's Table of Deny Orders. By 
downloading or using the Software, you represent and warrant that you are not located in, under the 
control of, or a national or resident of any such country or on any such list. 

Trademark and Copyright Notices 

Copyright© 2018 ExploreLearning. All rights reserved. ExploreLearning, ExploreLearning Gizmos, 
Gizmo and Gizmos and/or all other logos, names and services on the ExploreLearning.com website 
are trademarks of ExploreLearning. Outside of the ReflexMath.com website, the words 
"ExploreLearning," "ExploreLearning Gizmos," and "EL Gizmos" are trademarks of ExploreLearning. 
Other trademarks and names are the property of their respective owners. 

Permission to reprint screen shots from ExploreLearning.com for commercial use may be requested 
atsupport@ExploreLearning.com . 

Remedies for Breach 

In the event that ExploreLearning determines, in its sole discretion, that a User has breached any 
portion of these terms and conditions, or has otherwise demonstrated inappropriate conduct, we 
reserve the right to (i) warn the User via e-mail that she or he has violated this Agreement; (ii) delete 
any content provided by the User (or anyone accessing User's account); (iii) discontinue the User's 
account and/or any other ExploreLearning service; (iv) notify and/or send content to and/or fully 
cooperate with the proper law enforcement authorities for further action; and/or (vi) take any other 
action that ExploreLearning deems appropriate. 

Miscellaneous 

In the event any provision of this Agreement conflicts with the law or if any such provisions are held 
invalid by a court with jurisdiction over the parties to this Agreement, such provision will be deemed 
to be restated to reflect as nearly as possible the original intentions of the parties in accordance with 
applicable law, and the remainder of this Agreement will remain in full force and effect. 

The laws of the State of Texas will govern this Agreement. The laws of the State of Texas will 
govern any dispute arising from the terms of this agreement or breach of this agreement and you 
agree to personal jurisdiction by the state and federal courts sitting in Dallas, Texas. The parties 
hereby expressly waive trial by jury in any action, proceeding or counterclaim brought by either of 
the parties against the other on any matters whatsoever arising out of, or in any way connected with, 
these Terms and Conditions and agree to submit to binding arbitration. ExploreLearning makes no 
representation that materials on ExploreLearning are appropriate or available for use in all locations. 
Those who choose to access ExploreLearning do so on their own initiative and are responsible for 
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compliance with local laws, if and to the extent local laws are applicable. Materials from 
ExploreLearning are further subject to United States export controls. No materials from 
ExploreLearning may be downloaded or otherwise exported or re-exported (i) into (or to a national or 
resident of) Cuba, Iran, Iraq, Libya, North Korea, Syria or any other country to which the United 
States has embargoed goods; or (ii) to anyone on the U.S. Treasury Department's list of Specially 
Designated Nationals or the U.S. Commerce Department's Table of Deny Orders. By downloading or 
using the materials, you represent and warrant that you are not located in, under the control of, or a 
national or resident of any such country or on any such list. 

The failure of either party to insist upon or enforce strict performance by the other party of any 
provision of this Agreement or to exercise any right under this Agreement will not be construed as a 
waiver or relinquishment to any extent of such party's right to assert or rely upon any such provision 
or right in that or any other instance, rather, the same will be and remain in full force and effect. 

ExploreLearning may assign its rights and obligations under this Agreement and upon such 
assignment ExploreLearning may be relieved of any further obligation hereunder. You represent to 
ExploreLearning that you have the authority to subscribe to and/or use ExploreLearning according to 
the terms and conditions of this Agreement. The section titles in this Agreement are for convenience 
only and have no legal or contractual effect. 

Acceptance 

By using and/or subscribing to the Service, you hereby acknowledge that you have read and 
understand the foregoing Agreement, as may be amended or modified from time to time according 
to its terms, and agree to be bound by all of the terms and conditions hereof. You further specifically 
permit ExploreLearning to use the email entered during the registration process to deliver support, 
sales, and product information related to your Free Trial or paid subscription. 

Questions 

If you have any questions about this Agreement, please email us 
at: support@ExploreLearning.com . 
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Privacy Statement for ExploreLearning Data 

Management System 
ExploreLearning is committed to protecting your online privacy. Gizmos 
are certified COPPA, FERPA, and CSPC compliant. 

 

 

This site provides you with access to ExploreLearning's Data Management System. This system is 
an integral component of ExploreLearning's curriculum products and provides valuable reporting, 
instructional recommendations, and other resources used by teachers and other instructional 
leaders in conjunction with ExploreLearning's curriculum with the goal of improving student 
performance. 

This statement describes the privacy and security practices ExploreLearning employs for this site. 
We have adopted these practices to protect you, the students, and the school district, and to enable 
each of us to comply with applicable legal requirements. Use of this site requires district acceptance 
of the practices outlined in this statement. 

Two types of personally identifiable information are used on this site: your personal data and student 
data. 

Your Personal Data 

Collection 

ExploreLearning collects information from you as you use this site. For example, you must enter 
certain personally identifiable information, including your name and, for teachers, your e-mail 
address. We use this information to verify your identity and prevent unauthorized access to your 
account and to contact you in connection with your use of this site. 

In addition to the information you provide, ExploreLearning collects information about your use of 
this site through tracking, cookies, and log files, as described in our general Terms of Use statement. 

Protection 

Because you enter your personal data, you control its accuracy. If you discover that your personal 
data is inaccurate or if it changes or if you want to retain possession of it, you may make corrections 
by notifying us atsupport@ExploreLearning.com . We will not share your personal data collected 
through this site with third persons without your consent. However, your personal data will be 
available to authorized users from your school district who have permission from the school district 
to access it. We will not use your personal data collected through this site for any purpose other than 
providing you with access to this site and the associated services. This means that we will not use 
your data to display contextual or behavioral advertising, will not use the data to track and target 
advertisements on third party websites, and will not allow third parties to use your data to create ad 
profiles, perform data enhancement or target ads. We will use the same security to protect your 
personal data that we use to protect student data collected through this site. We may use 
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anonymized data collected through your use of ExploreLearning products to enhance those 
products. 

Student Data 

As you use this site, you will enter student data or interact with student data that has already been 
entered. Under the terms of our contracts with schools, we agree to act as a "School Official" as 
defined by the Family Educational Rights and Privacy Act ("FERPA"), meaning that we: 

 Perform an institutional service or function for which the school or district would otherwise use 
its own employees; 

 Have been determined to meet the criteria set forth in the school's or district's annual 
notification of FERPA rights for being a School Official with a legitimate educational interest in 
the education records; 

 Are under the direct control of the school or district with regard to the use and maintenance of 
education records; and 

 Use education records only for authorized purposes and will not re-disclose from education 
records to other parties (unless we have specific authorization from the school or district to do 
so and it is otherwise permitted by FERPA) 

However, FERPA requires limitations on disclosure of those records and implementation of 
appropriate security measures to protect those records. To help your school district comply with 
FERPA, ExploreLearning has adopted certain practices, and requires that educators using this site 
fulfill certain responsibilities to safeguard student data. Additionally, ExploreLearning operates in 
compliance with the Children's Online Privacy Protection Act ("COPPA"). ExploreLearning will not 
knowingly collect or use personally identifiable information from anyone under 13 years of age. 

The following statement explains our practices and your responsibilities regarding the student data 
you enter on this site. 

Student Data Security and Confidentiality Statement 

Purposes of Data Entry 

You control what student data is entered on this site and you retain ownership of the student data at 
all times. Student data entered on this site should be limited to information that is relevant to the 
legitimate educational purpose of improving student performance. We will not ask you to enter, and 
you are instructed not to enter, data about students that is not relevant to this legitimate educational 
purpose. 

Therefore, only a minimum amount of personally identifiable student data required for the setup of 
the system is requested. We require student first name and student last name. Additional data, not 
specific to the student, is also required to complete system setup, including the teacher first and last 
name, class name, grade level, and school name. If you choose to enter student demographic data 
for the purposes of optional disaggregated reporting for the Reflex product, you grant permission for 
ExploreLearning to host and use that data for reporting purpose. This reporting functionality is not 
available on Gizmos. 

Use, Disclosure, and Storage 



We will use the student data to provide the services to your school district. We will not keep the 
student data after you or the school district instructs us to delete it. 

We will only disclose student data to authorized employees or representatives of the school district, 
and will not knowingly disclose the student data to any third person without express written 
authorization. When, at the request of the district, we acquire assessment or other information, 
including personally identifiable student data, from a third party source we treat that information with 
the same confidentiality and security safeguards as though it were provided directly by the district. 
Additional agreements may be required by the third party to authorize transmission of data to 
ExploreLearning. 

Your district may from time to time request that ExploreLearning provide student data to third parties 
of its choosing. We will do so with written authorization, which acknowledges that ExploreLearning is 
providing that data as your district's agent and that once the data is received by the third party, 
ExploreLearning no longer has any control over the use or disposition of the data. 

We may also use aggregated data in our research, product development, and marketing. That 
aggregated, non-personally identifiable data (e.g., summary or statistical data) may be shared with 
third parties. However, we do not use personally identifiable student data to market any products or 
services directly to students or their parents. 

In the event that ExploreLearning wishes, from time to time, to release aggregated data that 
identifies your school or school district by name, ExploreLearning will enter into a separate 
agreement with you to authorize release and publication. 

ExploreLearning does not utilize third parties to provide products and does not share your student 
data with any third parties. 

We may share Personal Information with our parent company and other affiliated companies. 
If we enter into a business transition such as a merger, consolidation, acquisition, sale of 
assets, joint venture, securities offering, bankruptcy, reorganization, liquidation, or 
dissolution, your Personal Information may be among the assets we transfer. You 
acknowledge and consent that such transfers are permitted by this Privacy Policy, and that 
any acquirer of ours or that acquirer's affiliates may continue to collect and use your 
Personal Information as set forth in this Privacy Policy. 

Cookies 

We use "cookies" to collect information. For example, we may use these technologies to collect 
information about the ways visitors use this Site - which pages they visit, which links they use, and 
how long they stay on each page. We also use these technologies to support certain features of this 
Site. For example, we use these technologies to personalize your experience when you use this Site 
and to save you the trouble of reentering information already in our database or to prompt the 
settings you established on previous visits. 

The information we collect using cookies and similar technologies is not, in and of itself, personally 
identifiable, but we may link it to personal information that you provide. If you do not wish to receive 
cookies, you may set your browser to reject cookies or to alert you when a cookie is placed on your 
computer. Although you are not required to accept cookies when you visit this Site, you may be 
unable to use all of the functionality of this Site if your browser rejects our cookies. 

Data Quality 



You are responsible for keeping the student data that you enter accurate, complete and up-to-date. 
If you recognize that student data is inaccurate, incomplete, or out-of-date, you are responsible for 
correcting it. If you experience problems making corrections to student data, please notify us 
at support@ExploreLearning.com and we will assist you with making corrections. 

Security Safeguards 

We are committed to protecting student data against unauthorized access, destruction, use, 
modification or disclosure. Protecting student data requires efforts from us and from you. We will 
implement reasonable and appropriate safeguards when collecting student data from you and when 
storing that student data in our database and you will observe our security safeguards and exercise 
reasonable caution when using this site. 

Specific institutional and technological security safeguards include: 

1. Only ExploreLearning employees who are authorized to handle student data are able to access 
the Data Management System. 

2. Only school district employees and representatives that the district authorizes as school 
officials are permitted to access the system. 

3. Each authorized school official is given a Userid and Password valid for the duration of the 
subscription. You must safeguard your Userid and Password, and not permit any unauthorized 
access to student data entered or kept in ExploreLearning's system. 

4. Upon written request by the district, ExploreLearning will destroy any student data for districts 
who no longer participate in an ExploreLearning program. ExploreLearning will provide written 
verification that the data has been destroyed as requested. 

5. 60 days following termination of a product subscription, ExploreLearning will delete the data 
associated with that product subscription. Upon request, ExploreLearning will provide written 
verification that the data has been destroyed. Notwithstanding the foregoing, anonymized 
usage data may be retained for internal product improvement. 

6. ExploreLearning uses industry standard server and network hardware and software to ensure 
that data is protected from unauthorized access or disclosure. 

Although we make concerted good faith efforts to maintain the security of personal information, and 
we work hard to ensure the integrity and security of our systems, no practices are 100% immune, 
and we can't guarantee the security of information. Outages, attacks, human error, system failure, 
unauthorized use or other factors may compromise the security of user information at any time. If we 
learn of a security breach or other unauthorized disclosure of your PII, we will attempt to notify you 
so that you can take appropriate protective steps by posting a notice on our homepage 
(www.explorelearning.com and www.reflexmath.com) or elsewhere in our Service and we will send 
email to you at the email address you have provided to us. Additionally, we will notify the primary 
administrative contact at your school or district by email and telephone and assist with their efforts to 
ensure your notification. 

Any such notice will include: 

 The date of the breach. 
 The type of information that was subject to breach. 
 General description of what occurred. 
 Steps we are taking to address the breach. 
 The contact person with our Company who you can contact regarding the breach. 
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If you are a parent, legal guardian or eligible student and an unauthorized disclosure of your 
student's PII records occurs, we will notify you through notice to your school or district's primary 
administrative contact. 

When you use this site, you consent to our privacy practices and agree to accept the responsibilities 
outlined in this statement. 

Contact 

If you have any questions, concerns or inquiries about our Privacy Policy, or our use of your PII, or 
our privacy practices, please contact us at support@ExploreLearning.com or 866-882-4141, or mail 
to General Counsel 17855 Dallas Parkway, Suite 400 Dallas, TX 75287. You may also 
contact COPPAPrivacy@ikeepsafe.org. 

Last Updated: November 15th, 2018 
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